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Object ive:  

The purpose of this paper is to address the r isks associated with bat tery energy storage site 

facilit ies and the barriers and best  pract ices in place to address those. This paper discusses the 

likelihoods of incidents based on stat ist ical analysis and reliabilit y data while considering the 

safeguards, indust ry standards, and best  pract ices that  are current ly in place.  

Quant itat ive r isk assessm ents have shown how current  safeguards and best  pract ices can 

significant ly reduce the likelihoods of result ing bat tery fires and other undesired events to levels 

acceptable to operator. The scope of the paper will include storage, t ransportat ion, and operat ion 

of the bat tery storage sites. DNV GL will consider experience from  previous studies where Li- ion 

bat tery hazards and equipm ent  failures have been assessed in depth. 
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1  EXECUTI VE SUMMARY 

Energy storage system s (ESS)  are elect r ical (e.g., capacitors) , elect rochem ical (e.g., lithium - ion bat ter ies) , 

m echanical (e.g., pum ped hydro) , or hybrid technologies leveraging the products of other processes (e.g., 

com bined heat  and power plants)  which store energy for later use. Legacy ESS technologies, such as lead 

acid bat ter ies in vehicles or Alabam a’s in-ground large-scale com pressed air  energy storage (CAES) , have 

been used for decades. I n recent  years, however, energy storage has taken on new relevance as it  supports 

increasing energy dem and, a higher penet rat ion of renewables on the grid, requirem ents to reduce 

em issions, and efforts to im prove resiliency. Lithium - ion (Li- ion)  bat ter ies have em erged as front  runners in 

this new expansion of the indust ry, as their high energy density and rapidly decreasing capital costs support  

their  use in applicat ions ranging from  portable personal elect ronics to t ransportat ion, gr id-scale capacity 

support , and m ore [ 1] . 

As with any technology, it  is im portant  to understand the technology’s range of safety r isks and r isk 

m it igat ion m easures. 

While there is lim ited publicly available data, and few technical reports concerning Li- ion bat tery incidents, 

DNV GL has conducted dest ruct ive test ing on over 150 cells from  2.4Ah to 200Ah from  15 different  

m anufacturers, and over 50 m edium  and large scale tests, as well as having conducted several fire and 

failure invest igat ions. These experiences have fostered at  DNV GL an understanding of how Li- ion bat teries 

fail and which designs and best  pract ices reduce incident  likelihood or severit y. I n addit ion to this 

confident ial test ing and analysis data, data from  the oil and gas, nuclear power, ut ilit y, and pet rochem ical 

indust r ies have also proven helpful in assessing scenarios. DNV GL uses these sources, in addit ion to 

stat ist ical analysis and r isk assessm ent  tools, to est im ate the r isk of catast rophic bat tery failures, including 

gas release, fires, and explosion. 

When com paring the r isk of ESS failures in the context  of com m on events, while the im pact  m ay be high, 

the likelihood of failure is low. Thus, the r isk of the ESS failure is com parable to or even lower than the r isks 

associated with act ivit ies people willingly part icipate in. For exam ple, working at  or living near an ESS is less 

r isky than driving a car 10 hours per week, sm oking, or working in indust r ies such as const ruct ion, m ining, 

or agriculture [ 2] . Another way of put t ing the r isk of ESS failures into context  is through guidelines set  by 

regulatory agencies. For exam ple, the United Kingdom  Health and Safety Execut ive (UK HSE)  has set  

guidelines for 'broadly acceptable r isk' for both workers and m em bers of the public as one in a m illion per 

year (10 -6 fatalit ies/ year)  with ’tolerable r isk‘ for workers and individuals being one in 1,000 per year (10 -3 

fatalit ies/ year)  and one in 10,000 per year (10 -4 fatalit ies/ year)  respect ively. Est im ates of ESS failure r isks 

are one in 100,000 per year (10 -5 fatalit ies/ year)  for individuals and one in 1,000,000 per year (10 -6 

fatalit ies/ year)  for the public. 

To ensure that  ESS rem ain at  an acceptable r isk level, owners and operators of both perm anent  or portable 

ESS m ust  follow design standards and best  pract ices, regular ly m aintain the system ’s equipm ent  (as well as 

safety system s and related equipm ent ) , t rain personnel, and com m unicate with local em ergency responders 

on the storage system ’s hazards.  
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2  I NTRODUCTI ON 

With the rapid com m ercializat ion of energy storage system s (ESS)—especially in the last  two years as Li- ion 

bat teries have dropped in pr ice and increased in prevalence—safety has becom e a key focus in the 

deploym ent  of ESS generally and part icular ly for Li- ion based ESS. Though ESS code development  is m oving 

forward, the pace has been slower than indust ry’s desire to use energy storage, result ing in large-scale 

deploym ents being handled on a case-by-case basis in m any jur isdict ions. Even with the developm ent  of 

init ial perm it t ing and large-scale test ing guidelines, the requirem ents rem ain in som e cases opaque, and 

each ESS is st ill evaluated for both it s own safety and the safety of and r isks from  the surrounding 

environm ent .  

Fortunately, developm ents are em erging in all these areas. NFPA 855, Standard for the I nstallat ion of 

Stat ionary Energy Storage System s, is undergoing ballot ing now and barr ing considerable object ion, should 

be published in late 2019 for the 2021 code cycle. The 2018 I nternat ional Fire Code’s Chapter 12 [ 20] , with 

a focus on energy generat ion and storage, was published with m uch expanded reference to storage devices 

from  the 2015 edit ion. The 2021 version is nearing com plet ion as well. On the product  test ing side, the third 

edit ion of UL 9540A, a Test  Method for Evaluat ing Therm al Runaway Fire Propagat ion in Bat tery Energy 

Storage System s [ 21] , was published in 2018 and cont inues to be revised based on indust ry knowledge and 

experience. With these codes and standards in process or yet - to-be adopted, local j ur isdict ions are 

developing processes to handle assessm ents of installat ions. However, even with this progress, the 

standards st ill prescribe highly conservat ive values, relying on individual Authorit ies Having Jurisdict ion 

(AHJs) ,  such as fire departm ents and building departm ents, to interpret  the developing standards and 

approve or deny ESS installat ions based on the AHJ’s judgm ent , without  clear param eters of what  r isks m ay 

be entailed or m it igated.  

Without  a definit ive body of test ing and r isk analysis experience, standard and code development  as well as 

the judgm ent  of AHJs m ay be driven, at  least  in part , by potent ial worst -case scenarios regarding ESS 

failure. Such scenarios, based on lim ited dest ruct ive test ing or non-ESS bat tery-powered device failure, 

t ypically involve the generat ion of large quant it ies of flam m able gas that  are ult im ately ignited via a num ber 

of ignit ion sources, result ing in a catast rophic explosion with far- reaching and devastat ing effects. Based on 

cont inued discussion in the standards and AHJ com m unit ies about  a variety of catast rophic scenarios for 

bat teries ( from  cell phones to large system s) , a fixat ion has developed around these events, creat ing the 

percept ion that  all ESS m ay share this fate before reaching norm al end of life. These fears are further 

heightened by the bat tery indust ry’s lack of t ransparency with test ing data, coupled with an abundance of 

m arket ing gim m icks, serving to create a poorly- inform ed and dist rust ful relat ionship between AHJs and the 

ESS indust ry. 

DNV GL’s goal for this whit e paper is to provide t ransparency, quant ifiable data, and r isk assessm ents 

relat ing to ESS and, specifically, Li- ion bat ter ies. DNV GL used it s own internal pract ices for r isk assessm ent , 

leveraging it s long, indust ry- leading history in r isk assessm ents for m arit im e and oil and gas applicat ions 

with it s substant ial history in assessm ents for bat tery technology. The discussion within this paper is based 

on a deep experience in bat tery test ing, going back years to the Advanced Research Projects Agency-Energy, 

Advanced Managem ent  and Protect ion of Energy Storage Devices program  (ARPA-E AMPED)  and m ore 

recent ly through test ing for public projects and confident ial clients. DNV GL has previously leveraged this 

data to advise fire fighters on safety measures during ESS em ergencies, provide feedback and review to 

m anufacturers regarding ESS safety designs, and develop new test ing programs and protocols for 
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stakeholders in general to gain an increasingly nuanced understanding of safe operat ion and failure m odes. 

As the indust ry has expanded and evolved, DNV GL has observed the overall safety and stabilit y of these 

system s im proving in num erous ways, even to the extent  that  it  is difficult  to force system s into a 

catast rophic failure during dest ruct ive test ing. DNV GL has assessed the ways in which these failures are 

m it igated through intelligent  system  design, or even prevented ent irely, leveraging cont inuous m onitor ing 

and bat tery m anagem ent  system s to detect  potent ial issues and shut  down of the ESS. 

These safer system s exist , im prove daily, and can reduce the likelihood and severit y of failures. However, 

approaches that  drast ically reduce the r isk of worst -case, catast rophic failures are frequent ly left  out  of 

discussions about  safety. The overall frequency that  these system s fail and result  in catast rophic impacts is 

low. I n the last  18 m onths, DNV GL perform ed in-depth, sem i-quant itat ive and quant itat ive r isk analyses. 

These went  beyond sim ple failure m odes and effects analyses (FMEA, the basic approach for ident ifying all 

possible failures in a system )  and included layers of protect ion analysis (LOPA) , event  t ree analysis, and r isk 

m odels. These techniques, used regular ly in the oil and gas indust ry,  analyze the r isks in various scenarios, 

potent ial consequences, and the effect iveness of the barr iers in place to prevent  or m it igate those r isks. 

The scope of this paper includes:  

• the analysis of the m ost  com m on hazards associated with Li- ion bat ter ies 

• the frequency of events leading to these incidents based on available failure rate data and stat ist ical 

analysis 

• the applicat ion of quant itat ive r isk assessm ent  m ethodologies, as well as considerat ion of indust ry 

standards, safety barr iers, and best  pract ices, for both t ransportat ion and operat ion of ESS 

The prim ary exam ple used is a generic Li- ion ESS situated near a resident ial area with standard safeguards 

and current  best  pract ices. 

The purpose of this study is not  to perform  an analysis of failures or to determ ine failure rates based on 

known bat tery failure incidents, but  rather to assess the r isk based on what  is current ly docum ented and 

used in other indust r ies, as well as on anecdotal evidence and experience from  bat tery tests and well-

docum ented bat tery failure incidents. 

DNV GL aim s to return som e degree of quant itat ive r isk realit y to the conversat ion about  ESS safety. As t he 

adage goes, “when all you’ve got  is a ham m er, everything looks like a nail”—thus seeing only worst -case 

scenarios leads to thinking that  ESS are all high- r isk and prone to devastat ing failure.  
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3  DEFI NI NG RI SK I N THE ESS I NDUSTRY 

3 .1  Current  energy storage industry posit ioning 

ESS are increasingly at t ract ive opt ions for ut ilit y operators and energy providers to im prove reliabilit y and 

efficiency on the grid while reducing em issions. Various count r ies, including the United States (US) , have 

established st rategies to increase the use of energy storage by addressing cost  com pet it iveness, 

perform ance and safety, m arket  and pricing regulat ions, and indust ry acceptance [ 3] . I ndividual US states 

have adopted renewable port folio standards (RPS)  and zero net  em issions standards. They also have 

developed incent ive program s, which support  the increased penet rat ion of energy storage. Thirty-seven total 

states have an RPS or voluntary clean energy goals. California is a m ajor leader in this space, but  m any 

states are expanding their goals. For instance, New York Governor Cuom o recent ly announced a target  of 

1500 MW of storage for the state by 2025 [ 4] .  

The energy storage m arket  offers various opt ions for considerat ion, including pum ped hydro, CAES, 

flywheels, and bat ter ies [ 5] . Current ly, based on the US Departm ent  of Energy (DOE)  energy storage 

database (which, as DOE has disclosed, is self- reported and researched and m ay not  m aintain pace with all 

installat ions) , there are 180 GW of energy storage system s of all t ypes installed and operat ional worldwide, 

with 24.5 GW installed in the US. However, of those values, both in the US and abroad, approxim ately 90%  

of the capacity is represented by large pum ped hydro storage. While elect rochem ical bat teries represent  in 

count  nearly 60%  of the projects installed, they cont r ibute just  1.6 GW to worldwide capacity and 658 MW 

to US capacity. Of this subsect ion, Li- ion chem ist r ies account  for 1.2 GW of installat ions worldwide and 

nearly 90%  of US elect rochem ical installat ions (612 MW) [ 6] . I n the two years since the database has been 

reliably updated, it  is likely these num bers have increased considerably. 

As such, Li- ion bat ter ies are the focus of this paper. Li- ion’s high-energy density and rapidly decreasing 

capital costs support  their  use in applicat ions ranging from  portable personal elect ronics to t ransportat ion to 

gr id-scale capacity support  and beyond [ 1] . But  recent  incidents, such as the Union Pacific t rain car 

explosion in 2017 [ 7]  and the Boeing 787 Dreamliner fires in 2013 [ 8] , have led to scrut iny of Li- ion 

bat teries, though the causes of these incidents are st ill under invest igat ion. Further, between Q2 and Q4 

2018, the nat ion of South Korea and their elect r ic ut ilit y, KEPCO, experienced over a dozen large scale ESS 

fires. These fires resulted in over $20 m illion (USD)  in losses and while causes have been suggested, an 

official and com plete explanat ion has yet  to be provided. While these failures should be assessed for lessons 

learned, it  is key to note that  they have all occurred in a single geographic region which has yet  to enact  any 

energy storage requirem ents, and diligence or oversight  for these locat ions cannot  be verified. I n the US, on 

the other hand, a recent  explosion at  an Arizona energy storage facilit y [ 22]  severely injured several first  

responders. I nvest igat ions are on-going, but  it  is clear that  a quant itat ive understanding of r isk, both for the 

likelihood and the im pact  of failure, is cr it ical to provide sufficient  m it igat ion m easures. While these and 

sim ilar high-profile failures have received m edia at tent ion, reputable m anufacturers claim  hundreds of 

thousands and even m illions of hours of operat ion with no large failures. To this end, it  is im portant  that  we 

learn from  this sub-set  of failures, to cont inue to reduce their likelihood and impact , rather than assum e 

their inevitabilit y.  

The total num ber of ESS deployed and their failure rates current ly are not  t racked in incident  databases. 

However, it  is st ill possible to est im ate the r isks of ESS based on data from  bat tery burn tests, recorded 

reliabilit y data for analogous system s, and som e stat ist ical analysis. DNV GL used consequence m odelling 
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software to determ ine the distance and subsequent  im pacts of plum es released from  burning bat ter ies. 

Further, cell defect  data and failure rate data of elect r ical com ponents was leveraged to assess the likelihood 

of fires at  Li- ion ESS via known failure m odes. 

I n addit ion to this, it  is helpful to show how the r isks with ESS facilit ies compare with those for convent ional 

power plants, gas-powered vehicles, and other applicat ions with which the public is m ore fam iliar. Between 

1998 and 2007, oil, nuclear, natural gas, and coal plants had a com bined total of 45 incidents considered 

m ajor—the cr iter ia for a “m ajor incident ”  are that  it  m ust  have occurred in a m ine, refinery, pipeline, 

enrichm ent  facilit y, etc.;  m ust  have resulted in at  least  one death or property dam age above $50,000;  m ust  

have been unintent ional and in the civilian sector ( i.e., not  an effect  of war) ;  and m ust  have been verified by 

a published source [ 9] . The study suggested that  m ore incidents likely occurred in less developed economies 

but  were not  reported. Since 2007, incidents have cont inued to occur and be reported, including such highly 

publicized incidents as the Deepwater Horizon oil spill in 2010, the Fukushim a Daiichi nuclear incident  in 

2011, and the Keystone Pipeline spill in 2017. Meanwhile, NFPA reports that  in 2015 alone, even as vehicle 

fires decreased, 174,000 gasoline-powered vehicles caught  on fire on highways in the US, causing $1.2B in 

property dam age [ 10] . Tesla reports that  there have been 5 fires in Tesla elect r ic vehicles (EVs)  for every 

billion m iles t ravelled, compared to a rate of 55 fires per billion m iles t ravelled in gasoline cars [ 11] . We cite 

these values because society as a whole has accepted significant  r isks for convent ional technologies, while 

being very hesitant  to accept  newer technology which m ay have a lower r isk profile. 

3 .2  The Concept  of “Risk” 

Risk is a funct ion of two com ponents:  severit y (also referred to as consequence or im pact )  and likelihood 

(also referred to as probabilit y or frequency)  of the event  occurr ing. As illust rated in the equat ion below:  𝑹𝑹𝑹𝑹𝑹𝑹𝑹𝑹 = 𝑺𝑺𝑺𝑺𝑺𝑺𝑺𝑺𝑺𝑺𝑹𝑹𝑺𝑺𝑺𝑺 ×  𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 

Each com ponent  is assessed independent ly and are com bined to determ ine the r isk of a situat ion or scenario. 

Risk can be defined on several levels, including health and safety (worker inj ur ies or fatalit ies or im pact  to 

the surrounding com m unit y) , environm ent , financial im pact  to an organizat ion, or reputat ion. For health and 

safety, for exam ple, the r isk could be stated as “one death every 10,000 years.”  For financial im pact  the 

statem ent  could be “$20,000,000 lost  every 100 years.”  

Many com panies and enterprises have r isk m at r ices based on their r isk tolerance, which m ay also vary 

m ildly by indust ry.  The m at r ix presented in Figure 3-1 is a generic exam ple based on DNV GL’s experience 

with com panies in various indust r ies. Severit y level is shown on the top of the chart , with five categories:  

• insignificant  -  no injury 

• m inim al -  first -aid injury 

• m oderate -  lost - t im e injury 

• severe -  one potent ial fatalit y onsite 

• catast rophic -  m ult iple potent ial fatalit ies onsite, potent ially reaching offsite 

The likelihood level is on the m at r ix’s left -hand side, in six categories:  

• nom inal -  less than once in 100,000 years 
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• rare -  between once in 10,000 years to once in 100,000 years 

• unlikely -  between once in 1,000 years to once in 10,000 years 

• probable -  between once in 100 years to once in 1,000 years 

• alm ost  certain -  between once in 10 years to once in 100 years 

• frequent  -  m ore than once in 10 years 

 

 

Figure 3 - 1  Generic r isk m atrix  

 

Risk m at r ices illust rate the r isk associated with various com binat ions of severity and likelihood levels. For 

exam ple, if a scenario is assigned a severit y of “severe”  and a likelihood of “alm ost  certain,”  the r isk would 

be equivalent  to “one potent ial fatalit y onsite between once in 10 years and once in 100 years.’ 

For an event  to be considered “high r isk,”  the com binat ion of severit y and likelihood m ust  both be high 

enough to exceed an acceptable level of r isk. The tolerance for an event  decreases as the consequence of 

the event  increases. Som e regions have established individual r isk cr iter ia to which com panies in those 

regions adhere so that  their  operat ions do not  harm  em ployees and the public. For exam ple, the United 

Kingdom  Health and Safety Execut ive (UK HSE)  has established acceptable r isk cr iter ia of one fatalit y every 

1,000 years for im pact  to em ployees and one fatalit y every 10,000 years for im pact  to the public [ 12] . The 

categorizat ion by color in the generic r isk m at r ix exam ple shown in Figure 3-1 is based on the UK HSE 

tolerance level (based on the “ tolerable”  level) , though m any US-based ent it ies, including ut ilit y com panies, 

use sim ilar plots. 
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3 .3  I dent ifying and Managing Risk  

When assessing the r isk of Li- ion bat ter ies as it  affects em ployees and people in the com m unity, one can 

use the approach shown in Figure 3-2.  

 

 

Figure 3 - 2  Risk Assessm ent  m ethodology 

 

3.3.1 Hazard I dent ificat ion 

A process hazards analysis (PHA) , such as a hazard ident ificat ion (HAZID)  or Failure Mode Effect  Analysis 

(FMEA)  is m eant  to ident ify hazardous scenarios and specific failure m odes of the bat ter ies and equipm ent . 

I n the PHA process, the consequence (severit y)  and t he frequency ( likelihood)  are qualitat ively assessed to 

determ ine the r isks of the scenarios. Safeguards or barr iers are also ident ified. DNV GL has used HAZIDs 

and FMEAs together to ident ify hazardous scenarios. Bowt ies, a form  of visual hazard analysis addressed in 

detail in Sect ion 4.6, have been used to further com m unicate the threats, consequences, and barr iers or 

safeguards. 

3.3.2 Consequence Analysis 

Consequence analysis determ ines the severit y level of scenarios associated with bat tery failures. The 

analysis can be conducted qualitat ively, with a group of subject  m at ter experts and experienced operat ions 

and m aintenance personnel, or quant itat ively, using a consequence m odeling tool. Using types and 

quant it ies of toxic and flam m able chem icals released during bat tery fires in laboratory set t ings, the analysis 

can be scaled up based on varying bat tery setups and m odeled to determ ine the toxic endpoints (based on 

Em ergency Response Planning Guidelines or Nat ional I nst itute for Occupat ional Safety and Health (NIOSH)  

recom m ended standards) , lower flam m abilit y lim it  endpoints, therm al radiat ion exposure, and im pact  of 

overpressure from  an explosion. The plum e m odels can provide the PHA/ LOPA team s with an est im ate of the 

im pact  to people working within an ESS facilit y as well as those in the surrounding com m unity. 
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3.3.3 Frequency Analysis  

Frequency analysis assesses the likelihood or frequency of an event . I t  can be conducted qualitat ively, based 

on the experience of a group of subject  m at ter experts in a workshop, or quant itat ively, using histor ical 

reliabilit y data or incident  databases to provide m ore exact  failure rates. Since Li- ion bat tery failure rate 

data current ly is not  form ally available, DNV GL ut ilizes reliabilit y data from  the nuclear, ut ilit y, oil and gas, 

and pet rochem ical indust ries, as these have sim ilar applicat ions that  apply to ESS. The Offshore and 

Onshore Reliabilit y Data project  (OREDA) , init iated by the Norwegian Pet roleum  Directorate (now the 

Pet roleum  Safety Authorit y)  has collected reliabilit y data for safety and operat ing equipm ent  since 1981 [ 13] . 

The I nst itute of Elect r ical and Elect ronics Engineers, I nc. ( IEEE)  also has gathered reliabilit y data on 

elect rical equipm ent  from  reliabilit y surveys and analyses for m ore than 35 years [ 14] . Since 1985, the 

Center for Chem ical Process Safety (CCPS) , a division of the Am erican I nst itute of Chem ical Engineers 

(AIChE) , has com piled reliabilit y data from  various sources in the chem ical process indust ry along with 

expert  j udgm ent  to com e up with orders of m agnitude probabilit ies of failure for various types of scenarios. 

This inform at ion is used not  only by the chem ical processing indust ry, but  also other indust r ies and is 

available for reference in CCPS’s Guidelines for I nit iat ing Events and I ndependent  Protect ion Layers in 

Layers of Protect ion Analysis (2015) . All this inform at ion is useful in assessing t he likelihood or frequency of 

the failure’s init iat ing event , if associated with external equipm ent  failures that  induce bat tery failures. I t  

also provides probabilit ies of failure on dem and for elect r ical protect ions such as bat tery m anagem ent  

system s, fuses, and circuit  breakers. 

3.3.4 Risk Assessm ent  and Mit igat ion 

The r isk is assessed for the scenario first  without  safeguards or barr iers and then with them . This is to help 

the PHA team  ident ify that  an adequate num ber of safeguards or barr iers have been im plem ented to reduce 

the r isk to an acceptable level, or to develop an act ion plan if m ore safeguards or barr iers are needed. To 

reduce the overall r isk (e.g., the likelihood of one fatalit y) , the severit y and/ or likelihood m ust  be reduced 

by installing safeguards or barr iers. 

Consider an event  with the potent ial to cause one fatalit y in 100 years (shown as “A”  in Figure 3-3) , which is 

a “high”  or “ unacceptable r isk” . Four  safeguards (with each one reducing the likelihood by once in 10 years)  

should be installed to reduce the likelihood of the event  to less than once in 100,000 years ( “B” ) , which 

would be “acceptable”  or “ low r isk” . I n this exam ple, the severit y is not  reduced. I f another safeguard is 

installed to reduce the severit y, the reduct ion m ight  be by one level ( “C” ) ,  m eaning that  there would be a 

lost - t im e injury once every 100,000 years.  
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Figure 3 - 3  Sam ple r isk m atrix  exercise 

 

For a m ore quant itat ive assessm ent  of hazardous scenarios that  are at  or above a certain severit y level, one 

can use LOPA. LOPA can help determ ine if ident ified safeguards or barr iers are sufficient  independent  

protect ion layers ( IPLs) .  For LOPA, the data used for  init iat ing event  frequencies ( I EFs)  and I PL probability of 

failure on dem and (PFD) , which is the probabilit y that  the safeguard or barr ier will not  act ivate or funct ion 

when needed, are derived from  failure rate data of equipm ent  and inst rum entat ion. IEFs and PFDs are based 

on averages of the failure rates from  the different  sources including recorded databases and expert  

j udgm ent . The I EF and PFD are within an order of m agnitude for level of accuracy. The scenarios are 

assigned likelihoods based on the equipm ent ’s IEF or hum an error rates for procedures or tasks involved. 

The LOPA r isk analysis can incorporate other sets of factors into the IEFs:   

• presence of people in the area ( for exam ple, ESS technicians m ay be at  the facilit y less than 10%  of 

their  shift , nearby residents are assum ed to be in the area 100%  or potent ially lower if the area is 

surrounded by other businesses that  do not  operate around the clock)  

• Probabilit y of ignit ion for flam m able releases 

• vulnerabilit y of people in the surrounding com m unity to injury or fatalit y based on abilit y to respond 

or escape before som eone is unable to escape 

For quant itat ive r isk assessm ents:  

• atm ospheric data, e.g., based on the wind pat terns can be included which shows where the 

frequency of im pact  is the highest  for a fatalit y or injury 



 
 

DNV GL  –  www.dnvgl.com   Page 12 

 

• presence of people in the surrounding com m unity at  different  t im es of the day ( for exam ple, people 

are assum ed to be at  hom e 100%  of the t ime in the evenings and 50%  of the t im e in the day t im e)   

The safeguards or barr iers ident ified in the PHA are each further assigned a PFD. The LOPA team  develops 

recom m endat ions—proposing addit ional IPLs or st rengthening exist ing ones—to address any gaps between 

the assessed r isk level and the acceptable r isk level. The LOPA m ethodology can be helpful, considering the 

lack of data available for bat tery failure scenarios leading to fires and the probabilit ies of failure on dem and 

of associated safeguards or barr iers.  

4  LI - I ON BATTERY FAI LURE RI SK AND MI TI GATI ON 

Li- ion bat tery fires can have very im pact ful consequences. However, a high-consequence level is often 

falsely interpreted to m ean that  the overall r isk level is also high. To understand the full picture of r isk, one 

m ust  consider the likelihood or the frequency of the event  occurr ing in addit ion to the associated 

consequences or severit y. Standard safeguards and best  pract ices used in Li- ion bat tery ESS have been 

included in r isk assessm ents discussed in this paper, helping to both reduce the likelihood and severit y of 

failure events.  

4 .1  Com m on Failure  Scenarios of Li- ion bat ter ies 

There are three categories of com m on Li- ion bat tery failures:  elect rical, m echanical, and therm al [ 15] . The 

potent ial hazards associated with them  are gas release, fire, and explosion. Bat tery fires share sim ilar 

character ist ics with plast ics fires, including therm al radiat ion, convect ive gas flow im pact , and release of 

toxic chem icals. Overpressure during flashover and backdraft  events, due to fully involved bat tery fires’ 

significant  em ission of flam m able gases into often sm all, containerized spaces, also represent  a potent ial 

consequence of Li- ion bat tery fires. As such, the potent ial for explosions in bat tery containers or buildings 

m ust  be accounted for.  

4 .2  Consequence Analysis 

DNV GL’s bat tery test  data provides a list  of toxic and flam m able chem icals released during bat tery fires in 

laboratory set t ings. This data is scaled up based on varying bat tery setups and m odeled in DNV GL’s Process 

Hazards Analysis Software Tool (Phast )  to determ ine the toxic endpoints based on Em ergency Response 

Planning Guidelines, lower flam m abilit y lim it  endpoints, therm al radiat ion exposure and im pact  of 

overpressure from  an explosion. The plum e m odels can provide est im ates of the im pact  to people (potent ial 

num ber of fatalit ies or injur ies)  within an ESS as well as the surrounding com m unity.  

4 .3  Frequency Analysis 

When DNV GL has perform ed r isk assessm ents, it  has used the following of the m ost  com m on Li- ion bat tery 

failures, shown in Table 4-1. Publicat ions from  CCPS [ 16] , as well as I EEE [ 17] ,  were used as references for 

assessing frequency of failures for various scenarios. For m anufactur ing defects, DNV GL assum es that  the 

six-sigm a or lean m anufactur ing pr inciple is applied [ 18]  .  
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Failure 

Category 
Failure 

Probability of Failure ( per 

year)  

Electr ical 

Failure 

Overcharge or undercharge based on catast rophic 

inverter failure 

0.01  

I nverter vendor literature along 

with DNV GL Experience 

Mechanical 

Failure 

Physical dam age onsite due to heavy im pact  during 

m aintenance ( internal short  circuit )  

0.01  

(Hum an error init iat ing events, 

CCPS)  

Physical dam age due to im pact  during t ransport  

( internal short  circuit )  

0.01  

(Hum an error init iat ing events, 

CCPS)   

Manufactur ing defect  ( internal short  circuit )  that  

affects m ult iple cells 

0.01  

(Six Sigm a assum pt ion and DNV 

GL experience with bat tery 

designs)  

Therm al 

Failure 

Overheat ing (due to HVAC failure)  
0.1  

(Process cont rol failure, CCPS)  

Overheat ing from  elect rical or m echanical failures referenced in this table (Table 4-1)  

Hum an Error  
Hum an error during com m issioning, installat ion, 

repair, or operat ions act ivit ies  

0.01  

(Hum an error init iat ing events, 

CCPS)  

Table 4 - 1  Com m on Failure Mechanism s and Frequency of Failure 

As shown in Table 4-1, the orders of m agnitude of these failures is once in 10 years to once in 100 years, 

depending on the num ber of bat teries and the elect rical equipm ent  ( inverters or t ransform ers)  that  could 

have an im pact  on bat tery perform ance. I t  should be noted that  these are failure rates of the equipm ent  and 

not  fatalit y rates associated with the failures. 

4 .4  Risk Assessm ent  

As with any fire or explosion, a potent ial consequence of Li- ion bat tery fires is the endangerm ent  of life and 

property. I n the r isk analysis, these consequences are assessed based on their severit y and likelihood. First , 

the severit y of this consequence changes based on the quant ity of cells in a system , as well as the system ’s 

proxim ity to people and property. Therefore, the size and locat ion of the installat ion should be taken into 

considerat ion—an ESS unit  with 10 racks in an isolated locat ion will have a lower level consequence and a 

lower level r isk than a building containing hundreds of racks in a m ore populated area. Though no known 

fatalit ies from  Li- ion ESS fires or subsequent  releases have occurred to date, property loss, as well as 

significant  brand reputat ion dest ruct ion, have occurred. The potent ial for a fatalit y is present  in the absence 

of safeguards and m ust  be considered when assessing r isk.  

An exam ple based on DNV GL’s experience is illust rated in this paper with aspects of the LOPA m ethodology. 

The LOPA m ethodology is a sim ple way to est im ate the order of m agnitude r isk associated with ESS. 

Consider a building containing several hundred racks that  can store/ discharge 40,000kWh power. DNV GL 

has perform ed consequence m odeling of the various types of chem icals ( including carbon m onoxide, 
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hydrogen fluoride, hydrogen cyanide, benzene and others)  released during bat tery fires and has est im ated 

zones of im pact  for toxic chem icals, flam m abilit y and overpressure from  explosions. For an ESS of this size, 

a potent ial worst -case scenario could m ean a release of CO that  could go ~ 30’ downwind of the facilit y. This 

could potent ially im pact  several m em bers of the public (based on distance between the facilit y and 

neighboring businesses or hom es and populat ion density surrounding the ESS) . Addit ional assum pt ions 

based on our experience include:  

• Technician (worker)  presence at  one hour of their  shift  per day for 5 days out  of the week during a 

5-day work week would be approxim ately 3%  of their t im e. Based on our experience, technicians 

are not  at  the facilit y full- t im e. The facilit ies are m onitored from  remote cont rol room s offsite. For 

LOPA, 10%  would be used for presence. 

• Public is assum ed to be present  100%  of the t im e ( this is a conservat ive est im ate as not  everyone is 

hom e during the day)  

• Probabilit y of fatalit y is assum ed to be 100%  (unless addit ional inform at ion is known)  within the 

radius of the plum e where lower exposure levels of the chem icals is at  a m axim um  airborne 

concent rat ion below which nearly all individuals could be exposed for up to 1 hour without  

experiencing or developing life- threatening health effects (ERPG-3)  per Am erican I ndust r ial Hygiene 

Associat ion (Em ergency Response Planning Guidelines) .  

When considering a potent ial fatalit y for the severit y level in addit ion to the m ost  conservat ive probabilit y of 

failure or likelihood est im ate (once in 10 years for an HVAC failure leading to failure, based on Table 4-1) , 

without  safeguards in place, this would equate to the following r isk or likelihood of an incident  leading to one 

fatalit y to both a technician and som eone in the public without  safeguards:  𝑰𝑰𝑰𝑰𝑹𝑹𝑺𝑺𝑹𝑹𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 (𝑺𝑺𝑺𝑺𝒕𝒕𝑳𝑳𝑰𝑰𝑹𝑹𝒕𝒕𝑹𝑹𝑰𝑰𝑰𝑰)

= 𝑰𝑰𝑰𝑰𝑰𝑰 ×  𝑻𝑻𝑺𝑺𝒕𝒕𝑳𝑳𝑰𝑰𝑹𝑹𝒕𝒕𝑹𝑹𝑰𝑰𝑰𝑰 𝑷𝑷𝑺𝑺𝑺𝑺𝑹𝑹𝑺𝑺𝑰𝑰𝒕𝒕𝑺𝑺 𝑰𝑰𝑰𝑰𝒕𝒕𝑺𝑺𝑳𝑳𝑺𝑺 ×  𝑷𝑷𝑺𝑺𝑳𝑳𝑷𝑷𝑰𝑰𝑷𝑷𝑹𝑹𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 𝑳𝑳𝒐𝒐 𝑰𝑰𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 

 

=  
𝑶𝑶𝑰𝑰𝑺𝑺𝟏𝟏𝟏𝟏 𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺𝑹𝑹 ×  𝟏𝟏.𝟏𝟏 × 𝟏𝟏 𝑰𝑰𝑰𝑰𝑹𝑹𝑺𝑺𝑹𝑹𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 𝒑𝒑𝑺𝑺𝑺𝑺 𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺 (𝑺𝑺𝑺𝑺𝒕𝒕𝑳𝑳𝑰𝑰𝑹𝑹𝒕𝒕𝑹𝑹𝑰𝑰𝑰𝑰) =  

𝟏𝟏.𝟏𝟏𝟏𝟏𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺 

 𝑰𝑰𝑰𝑰𝑹𝑹𝑺𝑺𝑹𝑹𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 (𝒑𝒑𝒑𝒑𝑷𝑷𝑳𝑳𝑹𝑹𝒕𝒕)

= 𝑰𝑰𝑰𝑰𝑰𝑰 ×  𝑺𝑺𝑳𝑳𝒕𝒕𝑹𝑹𝑺𝑺𝑺𝑺𝑰𝑰𝑳𝑳 𝑷𝑷𝑺𝑺𝑺𝑺𝑹𝑹𝑺𝑺𝑰𝑰𝒕𝒕𝑺𝑺 𝑰𝑰𝑰𝑰𝒕𝒕𝑺𝑺𝑳𝑳𝑺𝑺 ×  𝑷𝑷𝑺𝑺𝑳𝑳𝑷𝑷𝑰𝑰𝑷𝑷𝑹𝑹𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 𝑳𝑳𝒐𝒐 𝑰𝑰𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 

=  
𝑶𝑶𝑰𝑰𝑺𝑺𝟏𝟏𝟏𝟏 𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺𝑹𝑹×  𝟏𝟏 × 𝟏𝟏 

𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 𝒑𝒑𝑺𝑺𝑺𝑺 𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺 (𝒑𝒑𝒑𝒑𝑷𝑷𝑳𝑳𝑹𝑹𝒕𝒕) =  
𝟏𝟏.𝟏𝟏𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺 

These are high- r isk scenarios and they are unacceptable.  

4 .5  Safeguards and Best  Pract ices 

Safeguards incorporated into ESSs (both portable and perm anent )  reduce the likelihood and severit y of 

events before a bat tery fire escalates. Table 4-2 lists som e of the m ost  com m only used ESS safeguards 
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along with their respect ive PFDs. Publicat ions from  CCPS [ 16]  and I EEE [ 17]  were used as references when 

determ ining PFD per year.  

 

Safeguard 

Type 
Safeguards PFD ( per year)  Source 

I nherent  

design 

UL 1973 Criter ia 

Heat ing Vent ilat ion and Air Condit ioning 

(Redundant  Units)  

0.1 (CCPS)  

(Once in 10 years)   

CCPS 

Basic Controls 
Act ive Cooling/ Therm al Managem ent  Cont rols 

HVAC with failure alarm  

0.1 (CCPS)  

(Once in 10 years)  

CCPS 

Safety System s 

Bat tery Managem ent  System s which can isolate 

bat tery racks 

Master Cont rollers which can isolate bat tery 

system s and m edium  voltage equipm ent  external to 

the ESS 

0.1 – 0.01  

(Once in 10 years to 

once in 100 years)  

(depending on Safety 

I ntegrit y Level rat ing 

or reliabilit y)  (CCPS)  

CCPS 

Electr ical 

protect ion 
Fuses and Circuit  Breakers 

0.1 ( IEEE)  

(Once in 10 years)  

IEEE 

Fire 

Suppression 

Act ive fire suppression 

Em ergency HVAC 

0.1 (CCPS)  

(Once in 10 years)  

CCPS 

Procedures Rem ote monitoring 24/ 7 and isolat ion 
0.1 (CCPS)  

(Once in 10 years)  

CCPS 

Table 4 - 2  Com m on Safeguards and Probability of Failure on Dem and 

I n the previous scenario, the following safeguards can be im plem ented:  

• Bat tery Managem ent  System s (PFD1)  -  0.1 (assum e lower PFD)  

• Heat ing Vent ilat ion and Air Condit ioning (Redundant  Units)  (PFD2)  -  0.1 

• HVAC failure alarm  with procedure for cont rol room  personnel to address (PFD3)  -  0.1 

• Act ive fire suppression that  m eets NFPA 2001 and 17 and is part  of the m aintenance and inspect ion 

program  (PFD4)  -  0.1 

The likelihood of failure leading to a fatalit y of technician or som eone in the neighboring area (which 

accounts for all factors m ent ioned in the int roduct ion of Sect ion 4.1 and the PFDs of safeguards in place)  

could occur once in 100,000 years (1 x 10 -5 per year)  to once in 1,000,000 years (1 x 10 -6 per year) . 

Considering the sam e exam ple used in Sect ion 4.4., the final likelihood of failure leading to a fatalit y of a 

technician or som eone in the surrounding com m unity are illust rated in the calculat ions below:  𝑰𝑰𝑹𝑹𝑰𝑰𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 (𝑺𝑺𝑺𝑺𝒕𝒕𝑳𝑳𝑰𝑰𝑹𝑹𝒕𝒕𝑹𝑹𝑰𝑰𝑰𝑰) =
𝟏𝟏.𝟏𝟏𝟏𝟏𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺×  (𝑷𝑷𝑰𝑰𝑷𝑷𝟏𝟏  ×  𝑷𝑷𝑰𝑰𝑷𝑷𝟐𝟐 ×  𝑷𝑷𝑰𝑰𝑷𝑷𝟑𝟑 ×  𝑷𝑷𝑰𝑰𝑷𝑷𝟒𝟒) 

𝑰𝑰𝑹𝑹𝑰𝑰𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 (𝑺𝑺𝑺𝑺𝒕𝒕𝑳𝑳𝑰𝑰𝑹𝑹𝒕𝒕𝑹𝑹𝑰𝑰𝑰𝑰) =
𝟏𝟏.𝟏𝟏𝟏𝟏𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺 × (𝟏𝟏.𝟏𝟏 ×  𝟏𝟏.𝟏𝟏 × 𝟏𝟏.𝟏𝟏 ×  𝟏𝟏.𝟏𝟏) 
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𝑰𝑰𝑹𝑹𝑰𝑰𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 (𝑺𝑺𝑺𝑺𝒕𝒕𝑳𝑳𝑰𝑰𝑹𝑹𝒕𝒕𝑹𝑹𝑰𝑰𝑰𝑰) =
𝟏𝟏 × 𝟏𝟏𝟏𝟏−𝟔𝟔  𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺  

Societal r isk is as follows:  𝑰𝑰𝑹𝑹𝑰𝑰𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 (𝒑𝒑𝒑𝒑𝑷𝑷𝑳𝑳𝑹𝑹𝒕𝒕) =
𝟏𝟏.𝟏𝟏𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺 × (𝑷𝑷𝑰𝑰𝑷𝑷𝟏𝟏  ×  𝑷𝑷𝑰𝑰𝑷𝑷𝟐𝟐 ×  𝑷𝑷𝑰𝑰𝑷𝑷𝟑𝟑 ×  𝑷𝑷𝑰𝑰𝑷𝑷𝟒𝟒) 

𝑰𝑰𝑹𝑹𝑰𝑰𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 (𝒑𝒑𝒑𝒑𝑷𝑷𝑳𝑳𝑹𝑹𝒕𝒕) =
𝟏𝟏.𝟏𝟏𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺×  (𝟏𝟏.𝟏𝟏 ×  𝟏𝟏.𝟏𝟏 × 𝟏𝟏.𝟏𝟏 ×  𝟏𝟏.𝟏𝟏) 

𝑰𝑰𝑹𝑹𝑰𝑰𝑰𝑰𝑳𝑳 𝑳𝑳𝑹𝑹𝑹𝑹𝑺𝑺𝑳𝑳𝑹𝑹𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳 𝑳𝑳𝒐𝒐 𝑳𝑳𝑰𝑰𝑺𝑺 𝒐𝒐𝑰𝑰𝑺𝑺𝑰𝑰𝑳𝑳𝑹𝑹𝑺𝑺𝑺𝑺 (𝑺𝑺𝑺𝑺𝒕𝒕𝑳𝑳𝑰𝑰𝑹𝑹𝒕𝒕𝑹𝑹𝑰𝑰𝑰𝑰) =
𝟏𝟏 × 𝟏𝟏𝟏𝟏−𝟓𝟓  𝑺𝑺𝑺𝑺𝑰𝑰𝑺𝑺  

Table 4-3 shows the com parison of likelihood of the exam ple scenario with UK HSE Tolerable Risk Criter ia. 

Im pact  to workers and society are lower than UK HSE Tolerable Risk Criter ia.  

 

Populat ion 

Exam ple 

Scenario 

Likelihood 

UK HSE Criteria  

( Tolerable Risk 

Criteria)  

Com parison 

I ndividual ( w orker)  1 ×  10−6  𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦  
1 × 10−3  𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦  

I ndividual (worker)  r isk is lower  than 

UK HSE tolerable r isk cr iter ia  

Society 1 ×  10−5  𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦  
1 × 10−4  𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦  

Societal r isk is lower  than UK HSE 

tolerable r isk cr iter ia 

Table 4 - 3  Com parison of Exam ple Scenario Likelihood of Fatality w ith UK HSE Tolerable Risk 

Criteria  

Table 4-4 shows the com parison of the likelihood of the exam ple scenario with UK HSE Broadly Acceptable 

Risk Criter ia. Im pact  to workers is com parable to UK HSE Broadly Acceptable Risk Criter ia, while im pact  to 

society is higher. This is also based on the assum pt ion that  people are always present  in the surrounding 

areas, which is a conservat ive assum pt ion. 

Populat ion 

Exam ple 

Scenario 

Likelihood 

UK HSE Criteria  

( Broadly 

Acceptable Risk 

Criteria)  

Com parison 

I ndividual ( w orker)  1 ×  10−6  𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦  

1 × 10−6  𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦  

I ndividual (worker)  r isk is lower  than 

UK HSE broadly acceptable r isk 

cr iteria  

Society 1 ×  10−5  𝑦𝑦𝑦𝑦𝑦𝑦𝑦𝑦  
Societal r isk is higher  than UK HSE 

broadly acceptable r isk cr iter ia 

Table 4 - 4  Com parison of Exam ple Scenario Likelihood of Fatality w ith UK HSE Broadly Acceptable 

Risk Criteria 
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While the r isks to society are higher in this case than broadly acceptable r isk cr iter ia, these num bers should 

be further com pared to r isks with act ivit ies that  people live with daily. When com paring the r isk of ESS 

failures within the context  of events that  society is already com fortable with, the r isks are low, as is 

illust rated in Figure 4-1. The figure shows the likelihood of fatalit y when engaging in these act ivit ies. 

Working at  or living near an ESS is less r isky than driving a car 10 hours per week, sm oking, or working in 

other indust r ies such as const ruct ion, m ining or agriculture [ 2] .  

 

Figure 4 - 1  Fram ew ork of Risk Perspect ive 

I t  should also be noted that  it  is sim plist ic to compare the likelihood of fatalit y in one scenario with the r isk 

cr iteria. Norm ally the final likelihood of all scenarios at  a facilit y that  potent ially lead to a fatalit y are added 

together before com parison with r isk cr iter ia. This is m ore accurately accom plished with a quant itat ive r isk 

m odel and an F-N Curve (Frequency of incidents leading to fatalit ies vs. num ber of people im pacted) . For 

this specific exam ple, the m it igated likelihoods for all ident ified scenarios that  could potent ially lead to a 

fatalit y were added together.  

4 .6  Layers of Protect ion  

While Table 4-2 broadly covers the barr iers that  m inim ize these r isks and includes expected failure rates, it  

is m ore often helpful to visualize the barr iers as they exist  along the failure pathway, to see the order in 

which they stand and their st rength in m it igat ing a failure. DNV GL uses the bowt ie analysis, a technique 

used in the m arit im e, oil and gas, and energy sectors to com m unicate r isk and consequences. This approach 

shows the threat  pathways on the left  side of a potent ial event , with each barr ier in place to m it igate the 

threat  before it  escalates to cr it ical incident . I n Figure 4-2, the r ight  side of the chart  exam ines the barr iers 

in place to m anage the consequences if the event  has occurred. 
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Figure 4 - 2 : Bow t ie Overview  

 

First , details of the left  side of the bow t ie analysis is shown in Figure 4-3, dem onst rat ing the individual 

barr iers in place to m it igate these failure pathways.  

 

Figure 4 - 3 : Sim plified Threat  Pathw ay 

 

Figure 4-3 shows a sim plified view of this analysis. Even sim plified, m ult iple st rong barr iers m ay exist  that  

slow the spread of an internal failure through a system . I n a detailed analysis, these failure pathways are 

even m ore specific and the barr iers m ay be greater. An average bowt ie model covers 20 or m ore failure 

m odes on the threat  side, of which three or m ore—usually m any m ore—barr iers form  the realist ic layers of 

protect ion. These barr iers include therm al m anagem ent  of the system s, act ive m onitoring of cell and 

am bient  condit ions by the bat tery m anagem ent  system  (BMS) , abilit y of the BMS, when failure is detected, 

to properly isolate the system , resilience of the cells to elect r ical and therm al abuse, design considerat ions 

within the system  to lim it  or m anage propagat ion am ong cells, m odules, and racks, and fire protect ion 

schem es within the system  or container. Thus, a barr ier with a 10%  rate of failure (once in 10 years)  is one 
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of m any t hat  m ust  fail sequent ially for an event  to becom e t ruly catast rophic. This requirem ent  for 

sequent ial failure in m any cases is how a non-negligible event  or failure rate results in probabilit y of failure 

several orders of m agnitude lower. Even two or three barr iers with 1%  -10%  failure rates (one failure in 100 

years to one failure in 10 years)  can quickly result  in a once- in-10,000-year event  or once- in-100,000-year 

event .  

Once a cr it ical event  is reached, such as full involvem ent  of m ore than one bat tery rack, m ult iple barr iers 

exist  on the bowt ie’s consequence side (as shown in Figure 4-4)  to help cont rol and m it igate the failure and 

potent ial consum pt ion of the ent ire system . I n m any cases, these system s will no longer stop the fire that  

has occurred but  will work to m inim ize it s spread and prevent  explosion, thus affect ing the severit y of the 

r isk. These include the abilit y of the system  to isolate the fire further,  gas m anagem ent  (such as vent ilat ion 

and exhaust ) , clean agents or init ial fire suppression system s, water-based fire suppression system s, and 

response of the fire service or local first  responders. Such barr iers help prevent  a single or even a m ult i-cell 

event  from  spreading to an unm anageable level.  

 

Figure 4 - 4 : Sim plified Consequence Pathw ay  

Each consequence pathway within the bowt ie has it s own r isk m at r ix. I n this case, four barr iers exist  under 

the event  block and show the custom izable results. Because of the nuanced detail at  this level, the r isk 

m at r ices are broken down into categories, with individual r isk m at r ices for “dam age to the system  it self,”  

“dam age to the environm ent  and r isk to property,”  “ r isk to life,”  and “ r isk to reputat ion and indust ry.”  The 

exam ple case shown above was an intent ionally ext rem e case for a hypothet ical system placed in a high- r isk 

area near a neighborhood and, as a result , the potent ial r isk from  each evaluat ion, except  in one case, was 

sim ply unacceptable. This is not  the norm al case though and exists only to show the m ult iple facets at  play 

within the m odel. 
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5  CONCLUSI ONS 

Li- ion bat teries are becoming increasingly m ore at t ract ive given their advantages relat ing to energy density, 

falling equipm ent  costs, and applicat ions which are support ive of a gr id increasingly supplied by interm it tent  

renewable resources. As the num ber of ESS facilit ies increases, the need to understand and assess the r isks 

associated with those facilit ies increases—especially in light  of previous negat ive incidents that  have m ade 

the headlines. While there is no database of failure rate data available for Li- ion bat teries and their 

associated barr iers, it  is possible to est im ate the r isks of ESS based on data for analogous system s. There is 

also data available on process cont rol loops and system s failures from  other indust r ies to est im ate what  the 

probabilit y of failure upon dem and m ight  be for a bat tery m anagem ent  system .  

The findings of DNV GL’s assessm ents showed that  the init ial event  frequencies (potent ially leading to fires)  

could occur between once in 10 years and once in 100 years without  safeguards in place and without  

considering the addit ional on-site m it igat ing factors. Assum ing that  the worst  credible severit y is a fatalit y 

from  a fire, the level of severit y and likelihood would place the scenarios in the “high r isk”  area of a r isk 

m at r ix ( illust rated as “1”  in Figure 5-1) . However, in m ost  of the scenarios, m ult iple safeguards are in place. 

Event  t rees and quant itat ive r isk assessm ents have shown that  the final probabilit y of failure or likelihood of 

the event  (which accounts for all safeguards)  is between once in 100,000 years (1 x 10 -5 per year)  to once 

in 1,000,000 years (1 x 10 -6 per year) . When considering the higher probabilit y of failure (once in 100,000 

years)  and the sam e severit y level, this would place the events in the low- r isk zone of a r isk m at r ix 

( illust rated as “2”  in Figure 5-1) . 

 

Figure 5 - 1  Com parison of Risk of ESS W ithout  safeguards in Place ( 1 )  and W ith  Safeguards in 

Place ( 2 )  

To ensure this assessm ent ’s accuracy, ESS designers, m anufacturers, and installers m ust  m ove forward 

t ransparent ly to verify that  they have developed safe system s with m ult iple barriers to failure, including 
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qualit y assurance, test ing, t raining (both for operators and AHJs) ,  rout ine operat ions and m aintenance, and 

sharing of lessons learned. 

As requirem ents are standardized, codified, and adopted, r isks posed by this equipm ent  will likely cont inue 

to reduce. I n the inter im , this paper st r ives to serve to support  internalizat ion of the relat ively low r isk levels 

associated with ESS. 
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